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Threats to the organization's data, systems,
and devices present a challenge to the
entire business, not just the IT department.
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TECHNOLOGY BUSINESSWIDE CYBERSECURITY

on page 78
for more on
cybersecurity
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company McAtee. Jettrey Kosc, partner
at business law firm Benesch, Fried
lander, Coplan & Aronott, says the
cost of a single data breach can include
anything from the expense of fixing the
problem that caused the loss and deal
ing with business interruption, to the

legal costs of handling anv investigations

launched by state and federal regulators,
the fines they may impose, and the class
action lawsuirs hled by people whose
data may have been um»[numiwd.
“People torget that compliance
with security procedures does not always
mean you are secure, Kosc says. In par-
ticular, throwing money at large security
systems is likely to be just the beginning
of the costs businesses tace if ;h('_\' are
not also being proactive and continually
improving their security approach.
What businesses need to focus on
ire the specific types of attack they face
today and the weaknesses inherent in
their business practices, culture, and I'T
systems. Internal auditors armed with
such knowledge can help management
develop better controls and assess their
eftectiveness. But internal auditors also
need to be engaged at a more strate
gic level, knowing what the board’s
approach to security is, working proac-
tively with systems administrators, and
getting involved with new I'T" imple-
mentations at an carly stage. Because
internal auditors work across all areas,
they are ideally placed to understand
cyberthreat as a business risk and help

the organization tackle it ctectively.

PRIMARY THREATS

The main threa ) inesses face
comes from two umbrella risks; denial of
service attach {ata security

breaches. The f hese i ;nul»
ably the hard d ind protect
.1;;!!!\! . L 1€ .’\;\Ig' \\]m
Securit hreat actors”
\Hk.]l
4 C Oy i)('l
LIVISIS—-¢ gang cn ostate

actors who have a grudge against the
business or organization they target.

“It’s like the 1970s sit-in protests,”
says E.J. Hilbert, managing director for
Kroll Cyber in the U.K. “They're saying,
I'm making my personal beliet known
in a world where I want instant gratifi-
cation. If you don't fix the problem right
now, I'm going to attack you.”

In a typical DoS attack, a website,
email, or network will be Hooded with
so many requests, or so much data, that
it will cease to function. In a distributed
Do$ attack, an organization’s computers
may be taken over and used to attack
a different target. That could mean
hundreds or thousands of compromised
computer networks are joined together
to immobilize a single business.

Organizations are not defense-
less. The U.S. Computer Emergency
Readiness Team (US-CERT) advises
businesses to implement secure firewalls
and up-to-date antivirus software. They
should keep open communication chan-
nels to Internet service providers too so
that they can work together if an attack
is in process. Organizations need to have
effective network monitoring to detect
unexpected spikes in activity and rapid
response plans to take action against any
attacks, US-CERT says.

Data security breaches often are
much easier to prevent. Companies can
be compromised because staff members
fail to follow basic procedures, such as
not clicking on the Web links contained
in spam emails that could admirt a
virus. Several studies have claimed that
between 80 and 90 percent of all such
breaches are avoidable by taking simple
steps, including using effective pass-
words to access sensitive parts of the net-
work. Although this has been standard
advice for more than a decade, password
management company SplashData says
1‘?(' MOSt COMMONn Sec lll'it}' "L\\\;\V()l'(‘\. i‘\
2013 were “123456,” “password,” and
“12345678" — combinations that any

cvbercriminal’s algorithm could crack
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within minutes. Given that people also

use the same password for many devices
and applications, a single breach can
£
have wide-ranging effects.
ging

FRESH THINKING
Defending against these sophisticated
attacks requires a different way of think-
ing about cyberrisk, says Rob Sloan,
head of response at Context Informa-
tion Security. “If you want to get the
company working under the same
security strategies, you have to start
thinking about educating the board,”
he says. “The board needs to accept this
isn’t simply an I'T" problem, this is now a
business risk and the business areas must
accept that they need to work together.”
The first step, he says, is to decide
on the level of risk the organization is
prepared to accept around its data so
that everyone in the business under-
stands the risk appetite in relation to
information. Second, he says, the board
should understand precisely what the
organization’s critical assets are. In other

words, what information is vital for its

SOCIAL ENGINEERING

long-term financial heaith and what

would the impact be if these assets were
stolen or compromised? Finally, the
business should bu pproach to
security accordingly, | fing under-
standing the nature raffic pass-

ing through the ne that it can

detect and act ot 1 cs
[his strategy could help businesses
categorize and segregate dara more

y thar sensitive informaton is

clearly, s
accessible by fewer people and is stored

more securely for the relevant time
period. Even if the organization’s secu-
rity systems are breached, it makes it less
likely for the perpetrators to roam freely
around the nerwork taking the data they
want before they are discovered.

Having, this focus on the orga-
nization’s overall risk appetite and
understanding what data is crucial to
the business success is also essential it
internal audit is to be effective. “Internal
audit needs to understand the organiza-
tion’s security posture and determine
where the organization is going with
Reinhard, audit director

security, James

N Lo i e

ore sophisticated data security breaches contain elements of social

engineering, and threat actors have recently been targeting individ-

uals within organizations whom they believe might have access to
particular types of data. Law firms, for example, often advertise the part-
ners working on specific projects, such as competitive mergers and acquisi-
tions, or stock market offerings, inadvertently sending out a clear message
as to who might have valuable data. Although these individualized attacks
are very formulaic, they are difficult to detect because each s unique and
so has no “signature” that can be picked up by antivirus software

Typically, the target receives an email from someone he or she knows,

such as the CEO, either from a general email address (e.g., Yahoo or Gmail)
that carries that person's name, or a corporate address that has already
been compromised. That message contains either a link to a site that the
recipient is encouraged to click, or an attachment that he or she is asked to
open. If the recipient carries out the request, malicious software could give
the attacker a back door to that computer —or if the attacker is particularly
sophisticated, the whole corporate network could be made accessible.
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at Simon Property Group in Indianapo-
lis says. “If we know those things, we
can put our resources where the highest
cyberrisks are in the corporation.”

He says internal audit should
work with the security administrator
every time new security procedures are
put in place, or each time the business
implements new software, at least at the
steering committee and project meet-
ing levels. It should be involved in the
reviewing of design specifications and
functionality and testing, he says.

Reinhard admits that internal audit
resources and the number of specialist
I'T auditors is often limited, but he sees
most value added where the function
takes a business risk -.lppro;u;h to cyber-
security. “You really need to take a prac-
tical standpoint and do a business and
I'T impact analysis, and do risk assess-
ment on both of those aspects together,”
he says. “Whart are the business risks?
What are you trying to resolve? And are
you covering those business objectives?”
He says simple 10- to 15-hour audits on
password security to check how people
are managing them, devising ¢ ontrol
self-assessments, and sending out
reminders can all make a big difference
in the way people behave.

In a world where business supply
chains are intimately connected, inter-
nal audit plays a critical role in making
sure cybersecurity standards arc upheld
throughout the entire business infra-
structure, says Dave Roath, Pricewater-
houseCoopers partner and head of the
firm’s I'T" Risk and Security Assurance
Practice. Thar can include making sure
that due diligence is pcrIbmuwI around
suppliers’ cybersecurity practices and
developing service agreements that allow
internal audit to audit those vendors
arrangements. Similar issues can arise
through the use of cloud services, wher
it may be difficult for the business
know who has access to company dat
and where :_:vngl;apI\Ig;lII\ it is held. Th

knowledge can help determine w hict
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data is best held on the cloud and which reflects that,” says Adam 54

should be stored securely on the organi senior I'T polic

zation’s own network.

promorte

liglll‘ the framework

Nancy Haig, director of internal a culture of continu yrovement,

audit and compliance for a global con rather than seeing tion to

sulting firm, suggests that, in addition cyberthrea

thing that

to reviewing data security controls, can be handled simp y

uving ncw

" The changing nature of cyberattacks
" requires a better understanding of the

- worth of business-critical data.

auditors confirm that corporate
insurance coverage has been recently
reviewed by experts, and that a policy
has been added to specifically include
cybersecurity events. “Traditional cor-
porate liability policies do not cover
these events because data is not tangible
pmpcrt'\:" Haig says, “and even stand
alone cyber policies should be carefully
reviewed to determine that all associated
costs of a breach would be covered.” She
adds that auditors should ensure cover
age limitations — such as unenc rypted
laptops or mobile devices— have been

avoided, so that there are no surprises.

SECURITY FRAMEWORK
To date, there has been a fragmentation
of approaches to cybersecurity in differ
ent business sectors, and nrgum'/‘uinn\
have set their systems according to the
demands of their industry and its regu-
lators. In February 2014, that began to
change when the U.S. Narional Instrute
of Standards and Technology (NIST)
published its Framework for Improving
Critical Infrastructure Cybersecurity.
The document is the result of a year
long consultation between business and
government to devise a common lan
guage for dealing with cyberrisk
“Cybersecurity 1s becoming more

of a business issue, and the framework
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equipment. In addition, the document
is aimed at business leaders so that they
can understand whar a good security
system looks like and be able to commu-
nicate that throughout the urgani‘mrion.
Sedgewick says internal audit has a
central role to play in helping the busi
ness align the attributes of good cyberse
curity programs with the business own
goals. “The internal audit community
should understand the decisions an orga-
nization is making on ¢y bersecurity and
help tie that to an organization’ larger
risk profile,” he says. Because internal
audit already deals with the business’

financial and reputational risks, for exam

Plu (ih‘\ e 1n an ideal pu\lli()n o lk:lp

coordinate those ditterent p(rxpcclivc.\

I'his approach w ill be crucial if the  yhersecur ity
board and executive management are mir
to understand cyberrisk as a business .‘ ;
issue. 1 - with the changing nature !
of cvberattacks also requires a better €ss 1Ssue
understanding of the worth of business NIST]
critical data and the way that people TIOW

use that information across the orga
nization to create value. Internal audit
can join those dots and help everyone
see the bigger picture. 3]

Arthur Piper is a writer who specializes in
corporate governance, internal audit, ris
management, and technology.
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