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As the calendar turns to a new year, the United States data protection law will also make a turn
towards more states implementing and enforcing new data protection laws impacting a business’s
collection, use, and disclosure of personal information; as well as the internal security and audit
controls a business must have in place.

As of January 1, 2023, California’s amendment to the existing California Consumer Privacy Act-the
California Privacy Rights Act (“CPRA”)-as well as Virginia’s new Consumer Data Protection Act
(“CDPA”) are in affect.

The CPRA passed via a California statewide referendum as privacy advocated for more
consumer-friendly provisions be added to the already existing California data protection law. The
CPRA also moved enforcement of California data protection laws and regulations from the California
Attorney General to the newly minted California Privacy Protection Agency (“CPPA”). The CPPA has
yet to finalize the CPRA’s updated data protection regulatory scheme; however, their draft,
proposed regulations provide a window into what the final regulations will likely be.

Virginia’s state legislature, on the other hand, passed the CDPA in 2021 (slightly amending it in
2022); which ushered in Virginia’s first comprehensive data protection law.

Colorado, Connecticut, and Utah also joined Virginia over the course of the past two years in that
each state has passed and is currently working to implement the applicable state’s first
comprehensive state data protection law. Prior to 2021, California was the only U.S. state with a
comprehensive data protection law. Now, there are 5 and 2023 could prove to be another year that
sees multiple states introduce and pass similar laws so as not to be left behind from the wave of
data protection legislation.

As more states pass comprehensive data protection laws and such laws come into effect, more and
more business will need to build out substantive, data protection compliance programs.

Those programs will need to adaptable-as one business could be subject to multiple state laws and
therefore must adapt to the nuanced differences-and will need to account for the different aspects
of comprehensive data protection laws, such as (1) substantive privacy policies and notices; (2)
consumer privacy right request policies and procedures; (3) reasonable, adequate technical,
organizational, and physical security measures; (4) vendor and contract management programs to
flow through required contractual provisions when engaging data processors and service providers;
and (5) regular audit procedures and programs.
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https://www.datameetsworld.com/california
https://www.datameetsworld.com/virginia
https://cppa.ca.gov/meetings/materials/20220608_item3.pdf
https://www.datameetsworld.com/colorado
https://www.datameetsworld.com/blog/connecticut-joins-the-fray-enacts-data-protection-law-that-mirrors-other-recent-state-data-protection-laws
https://le.utah.gov/~2022/bills/sbillenr/SB0227.pdf

The above list is not exhaustive of all a business would need to do under the applicable U.S. state
laws; but it provides an example of the different requirements comprehensive data protection laws
set forth-and the time it will take for business to build out compliant programs.

Businesses that have not previously dealt with comprehensive data protection law compliance will
need to invest a significant amount of time in developing the require policies and procedures.
Additionally, even if businesses have previously dealt with other-or former versions
of-comprehensive data protection laws, they will need to conduct comprehensive reviews in order to
account for specific nuances and difference in the laws.

The Benesch Data Protection team stands ready and able to assist business of any size work on
building out new data protection compliance programs and/or leveraging existing programs to adapt
to the ever-evolving U.S. state data protection landscape.

Below, please find more information on the timing for when each state has data protection laws
coming into effect and what businesses will be subject to the data protection laws of a given state.

Effective Dates

State Law

California Privacy
Rights Act

Virginia Consumer
Data Protection Act

Colorado Privacy Act

Connecticut Act
Concerning Personal
Data Privacy and
Online Monitoring

Utah Consumer
Privacy Act

Countdown

In Effect

In Effect

T-Minus 5 Months

T-Minus 5 Months

T-Minus 11 Months

Effective Date

January 1, 2023 (enforc
July 1, 2023)

January 1, 2023

July 1, 2023

July 1, 2023

December 31, 2023



Scope and Applicability

State

California

Colorado

Virginia

Connecticut

Utah
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Annual Gross
Revenue
(Aggregate)

OVER $25
million

N/A

N/A

N/A

REQUIREMENT:

$25 million or
more

Processing of Personal
Information (Applicable
State Residents)

Buying, selling, or sharing
100,000 or more
consumers' personal
information

Processing 100,000 or
more consumers' personal
information

Processing 100,000 or
more consumers' personal
information

Processed 100,000 or
more consumer' personal
information

Processing 100,000 or
more consumers' personal
information

Sale of Persona
Information (Ap
State Residents

20% of gross rev
(aggregate) from
consumer persor
information

Receiving any pt
the selling consu
personal informa
selling at least 2%
consumers’ pers
information

Deriving 50% of
gross revenue
(aggregate) from
personal informa
selling at least 2¢
consumers’ perst
information

Deriving 25% of :
gross revenue
(aggregate) from
personal informa
selling at least 2¢
consumers’ pers
information

Deriving 50% of :
gross revenue
(aggregate) from
personal informa
selling at least 2%
consumers’ pers
information



All states set forth a prerequisite that only a business that operates or does business in the specific
state is subject to the law. But it is not that simple. To be subject to the applicable state laws, the
“do business in the state” prerequisite must be met, but a business must also meet certain
“triggers”.

There are generally three triggers that could bring a business into the scope of a U.S. state data
protection law: (1) annual gross revenue (not just the revenue derived out of the applicable state); (2)
the total collection of personal information from consumers in the applicable state; or (3) the
collection and sale of the state’s consumers’ personal information.

As the above table indicates, each state has taken a slightly different approach. California arguably
has the broadest reach in that any business that records an annual gross revenue of over $25 million
is subject to the CPRA. It is also important to note a big difference between California and the other
4 U.S. states-California includes employee, job applicant, contractor, and business-to-business
personal information in the scope of the law. The other 4 U.S. states all include broad exclusions
that exempt out the forgoing employee and business-related personal information categories.

Utah is arguably the narrowest in scope in that on top of the “do business in the state” threshold
requirement, Utah also requires a prerequisite that the business have an annual gross revenue of
$25 million or more. Then, assuming the first two prerequisites are met, a business must meet one of
the two collection or sale of personal information triggers.

Conclusion

In 2022, the federal government again failed to seriously consider an omnibus data protection law
that would preempt the increasing number of state data protection laws; and it is unlikely the federal
government will implement such a federal law anytime soon.

Meanwhile, states will continue to enter the fray of comprehensive data protection laws. While those
laws will undoubtably be similar in concepts-they will all present different and important nuances
that will require detailed reviews of data protection compliance programs. This has proved true in
2021 and 2022 with California, Colorado, Connecticut, Utah, and Virginia.

Look for 2023 to continue the trend.

As more states continue to implement their own variations of data protection laws and
business juggle the various requirements, the Benesch Data Protection and Privacy team is
committed to staying at the forefront of knowledge and experience to assist our clients in
compliance efforts. We are available to assist you with any compliance needs.

Lucas Schaetzel at Ischaetzel@beneschlaw.com or 312.212.4977.
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https://www.datameetsworld.com/blog/proposed-federal-data-protection-law-amended-and-advanced-for-a-full-chamber-vote-in-the-house
https://www.beneschlaw.com

